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OACRA Origins
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OACRA Working Group Purposes

• Promote collaboration and information sharing between services and cyber 
DT&E organizations.

• Develop an ontology approach that captures technology-specific but 
program-agnostic Cyber Table Top (CTT)/MBCRA attacks that include 
engagement and presence methods, non-attributional effects, and 
command and control techniques.

• Enhance and increase the efficiency of CTT/MBCRA executions by 
providing the teams representing the opposing cyber force with readily 
available data on (potential) attacks previously identified.
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OACRA Task Initiation

• Options for developing OACRA
–Alternative possible sources of OACRA concepts 
– Integration options for different sources
–Ontologies to use as baselines to start with at different levels
Upper-level

Mid-level

Domain

–Different models of cyber-attacks
–Alternative ontology development tools
–Alternative knowledge base tools to support MBCRA ontologies 

and data
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Initial Sources of MBCRA Concepts – Top-down

1. MITRE ATT&CK® Matrix1

2. National Security Agency (NSA) Threat Framework
3. Lockheed Martin Seven Step Cyber Kill Chain2

4. Centralized Cyber Capabilities Directory (C3D) Lexicon3

5. Existing relevant ontologies
a. Common Core Cyber Ontology (C3O), from CUBRC, the Army Intelligence 

and Information Warfare Directorate (I2WD) and C3O WG 
b. Damage Assessment Ontology (DAO), from IDA 
c. Unified Cyber Ontology (UCO),  a Linux Foundation project 
d. National Information Exchange Model (NIEM), originally a government 

standard, now open source

1) MITRE ATT&CK and ATT&CK are registered trademarks of The MITRE Corporation. https://attack.mitre.org/.
https://media.defense.gov/2019/Jul/16/2002158108/-1/-1/0/CTR_NSA-CSS-TECHNICAL-CYBER-THREAT-
FRAMEWORK_V2.PDF.
2) https://www.lockheedmartin.com/en-us/capabilities/cyber/cyber-kill-chain.html.
3) The C3D is a searchable directory of cyber T&E tools, facilities, service providers, and people that is hosted by the Joint 
Federated Assurance Center (JFAC). https://jfac.navy.m il/c3d
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OACRA Data Sources – Bottom-up Ontology Development

• Cyber Table Top (CTT) Exercises
–Review possible cyber attacks against DoW systems, their possible 

outcomes, results, and mitigations
–Use spreadsheet templates to gather exercise data
–Column categories in spreadsheets map to ontology classes

Circled notional system-specific content removed to conceal sources. 
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OACRA Data Sources – “Technologies”
• Initial “Technologies” Concept Used in Cyber Attacks
–Specific classes of “technologies” cited by participants in CTTs 
–Exploited technologies – e.g., switches, routers, buses, software, ..
–Enabling technologies – e.g., scripts, email, malware, …
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OACRA Ontology Concept Refinement

• Chose C3O/CCO/BFO as Cyber Domain Ontology
• Focused on MITRE ATT&CK for Cyber Attack Concepts
• Initial Extensions of C3O with Key MBCRA Concepts
–Cyber Attack, CyberObjective, Act of Cyber Threat Mitigation, . 
–Cyber Objective – subClassOf cco:Objective, captures ATT&CK tactics1

• Refined model of Cyber Attacks 

1MITRE ATT&CK defines a “tactic” as a “tactical goal.” 
“Frequently Asked Questions,” accessed August 26, 2025, https://attack.m itre.org/resources/faq/. 
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Further OACRA Refinements

• Technologies re-categorized to Use Common Cyber Terms
–Exploited technologies =>  Cyber Target
–Enabling technologies => Attack Vector

• CTT Template Revisions
–Added pull-down menus to select pre-defined options
oGoal 
oMITRE ATT&CK Domain – Enterprise, Mobile, ICS
oMITRE ATT&CK Tactic
oMITRE ATT&CK Technique
oAttack Vector – hierarchy of classes, e.g., ‘Information Artifact’
oAttack Timing – generic categories of time (e.g., ‘Maintenance Period’)

–Other template fields retained as text values
oAttack Description, Assumption, Possible Outcome
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Mapping CTT Template Fields to OACRA Classes
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CTT Goal Field 

• Sources 
–Guidebook for DoD Cyber Table Top Exercise, Version 1
–Centralized Cyber Capabilities Directory (C3D)
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Cyber Attack Classes

• Sources – MITRE ATT&CK ® , MITRE Embedded Systems
• Three matrices from ATT&CK ®
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Cyber Objective Class
• A general class including malign and benign objectives to be 

achieved by a Cyber Act 
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Relation between Cyber Attack and Cyber Objective

• Initial concept uses_tactic  
relating a Cyber Attack to a Tactic 
was replaced by has_objective

• Property that acknowledges the 
definition of an ATT&CK ® Tactic as 
a “tactical goal” modeled as Cyber 
Objective subclass of Objective

• has_objective property asserts 
that its subject intentional act has 
the objective of achieving a 
specific purpose 

• Spearphishing_Link_381 has 
the objective of the object 
individual DC_Leaks_Access_73

• Recommendation: add
“has_objective” to CCO.
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CTT Description, Assumption, Possible Outcome Fields

• Cyber Attack 
– ‘described by’ ‘Descriptive Information Content Entity’
– ‘has CRA assumption’ ‘Information Content Entity’
– ‘has possible outcome’ Effect ‘described by ‘Descriptive Information Content Entity’
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Attack Timing Classes
Categories of temporal regions of some type of process
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Target and Mitigation Classes in Template

• Cyber Target Classes – hierarchies in Targets Ontology from CTTs
• Mitigations – acts that are objects of ‘has mitigation” property



17

OACRA Targets Ontology (1)

• MBCRA/CTT Exercises – source of wide variety of Cyber Targets 
• Initial Targets Ontology – used CyberTarget superclass 
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OACRA Targets Ontology (2)

• Revised Targets Ontology
–Eliminated ‘CyberTarget’ class 
o Not all instances are actual targets

o Mixes continuants and occurrents since CTTs identify both as targets

–Reorganized former 
subclass hierarchy

–Distinguished potential targets with class annotation

o ‘CRA target’ a Boolean property – true when an instance of a class has 
been previously identified during a CRA as a target of a Cyber Attack

Cyber Target Superclass Number of 
Target Classes

System Artifact 95

Information Artifact 92

Communication Entity 46

Information Transfer Entity 14

Cyber Communication 8

Entity 2

All Cyber Target Classes 257
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Example Target Classes

• Example Target Class with ‘CRA target’ annotation 
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Cyber Vector and Cyber Target Properties
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Mitigations – acts that are objects of ‘has mitigation” property
• Mitigations 
– ‘Act of Cyber Threat Mitigation’ range of ‘has mitigation” property
– ‘described_by’ ‘Information Content Entity’ ‘has_content’ xsd:String
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Mitigation Classes – from ATT&CK®
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OACRA Component Ontologies

• MITRE ATT&CK Matrix Ontology (MAMO)
– Includes ATT&CK Tactics, Techniques, Mitigations, and Groups
–Originally developed by J. Reynolds, lead of C3O WG
–Updated several times by OACRA, but not current

• Targets Ontology
– Based on target categories used in CTT exercises
– Developed by IDA with TRMC and OACRA WG

• Embedded Systems Tactics and Techniques 
Matrix Ontology (ESTM)
– Focused on subsystems/components of larger systems 
– Consistent with ATT&CK approach to Tactics & Techniques
– ESTM matrix document developed by M. Zuniga at MITRE
– ESTM ontology developed from ESTM matrix by IDA

• Common Core Cyber Ontology (C3O)
– Imported whole with all of CCO and BFO
– Minor modification – to add ‘has objective’ property
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OACRA Viewer and Graph Database 

• OACRA Graph Database
–Captures Cyber Attack data from MBCRAs of DoW systems and 

their components 
–Uses triple store based on OACRA, the ontology
–Sponsor chose DoW HPC Modernization Program (HPCMP) for 

hosting the OACRA Graph DB and OACRA Viewer
–HPCMP provides no-cost hosting unclassified and classified
– IDA coordinated with contractors who implemented it

• OACRA Viewer
–User Interface to OACRA Graph Database
–Auto-loads data from OACRA template spreadsheets
–Supports user access to all data through multiple filters
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OACRA Viewer
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OACRA Integration with D3FEND

• Anticipated Funding Limitations Required Other Support
–Cybersecurity and Interoperability Deputy Director, DTE&A 
o 2024 - DTE&A unlikely to be able to fund OACRA updates

o Need other sources to help update MAMO and Targets ontologies

o MITRE D3FEND ontology maintains an up-to-date ATT&CK Ontology

o D3FEND ontology has extensive mitigation techniques and digital artifacts 

• Initiated Transition to Integrate OACRA with D3FEND
–D3FEND-CCO development initiated by MITRE for compatibility 

–D3FEND mitigations integrated into OACRA Graph DB

– IDA prepared mappings between D3FEND and  OACRA/C3O

• Changes to DTE&A Roles required further cutbacks
– Ongoing support for OACRA sought and obtained from external Agency

– OACRA plans reconfigured to integrate with D3FEND-CCO
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OACRA Way-Ahead

• Promote use of current OACRA Viewer while exploring alternatives

• Shift from use of OACRA with C3O to use D3FEND-CCO
–Used by industry to model sanitized cyber-attacks for reuse in MBCRAs

–DoW to continue to model sanitized cyber-attacks for reuse at the 
appropriate classification levels

–Support integration with model-based systems engineering for improving 
earlier, automated cyber analysis of DoW systems in digital engineering 
ecosystems 

–Sustained updates and integration using MITRE ATT&CK in D3FEND-
CCO 

• Pursue Use of D3FEND’s CAD tool in DoW classified environments 
to model cyber-attacks for MBCRAs 

• Creates Challenge for Integration with Systems using C3O
–Mitigation by thorough mappings between C3O and D3FEND-CCO
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For More Information on OACRA

• Final Task Report: Ontology for Attacks in Cyber Risk 
Assessment (OACRA) 
–More detailed report on OACRA project
oPublication Date: September 2025
oPagination:  79
–Download from Defense Technical Information Center (DTIC)
–https://www.dtic.mil/document;accessionNumber=AD1342540;typ

e=DTICTR;searchText=OACRA
–Contact authors

• Author Contact Information
–Brian A. Haugh – bhaugh@ida.org
–Steven P. Wartik – swartik@ida.org
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BACKUP SLIDES
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OACRA WG DoW Component Engagements

• Automated Cyber Survivability (ACS) Cyber Survivability 
Attributes (CSA) Tool 
– Air Force Research Laboratory (AFRL) program
– Enables automated cyber survivability of systems in support of AF missions
– Enables cyber failover without loss of critical information (2 minutes or faster)

• CALDERA
– A MITRE tool
– Simulates the goals and actions of a real adversary
– Uses a system of mappers, mappings, and exporters to generate CRA data using a 

target ontology (e.g., OACRA) from CALDERA reports

• Cyber Vulnerability Assessment Tool (CVAST)
– Digital Engineering Decision Support System for cyber risk assessment and 

engineering analysis of Navy systems
– Identifies quantifiable cyber risk to mission
– Can consume data from OACRA Viewer

• Mission-based Risk Assessment Process for Cyber (MRAP-C)
– Air Force program for MBCRA
– Integrates MBCRAs and engineering cyber assessment activities
– Iterative MBCRAs build upon previous assessments
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OACRA ‘has text value’ property

• Simplifies attaching text to describe Information Content


