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These views are our own and 
not necessarily those of 
JPMorgan Chase



Different reconciliation

Traditional Governance
Provides automation control across the access request process

Decentralized Governance

Reconciles the event against the explicitly defined intent 

Event Type Only reconciles the entitlement grant

Intent Determined by human approvals

Reconciliation Reconciles only for access (entitlement grants) that 
have happened (Detect)

Event Type Reconciles the event

Intent Determined by code and data

Reconciliation Consistent across what has happened (Detect), is happening 
(Change) and can happen (Prevent)
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How well, how consistent, how effective, how timely, we answer these questions, will result in better data decisions 

in relation to the policy intent.

Intent and Observations based Change Management



The Access Graph

• It’s based on W3C standards – not tied to a specific notion or vendor

➤ IT’s A KNOWLEDGE GRAPH

• Leverage an established semantic model to understand what is actually going 

on.

• DCAT describes sources of data

• P-PLAN describes actions that can happen

• We use Rego to describe actions that should happen

➤ Core Semantics from PROV-O       
          

    
            

        

             

        

                                      

      
    

                 

                

    

         

     
           

            

    

               

     

       

                 

    

              

                            

          

                     

    
             

We don’t know all the questions we are going to ask but a knowledge graph allows us to answer the questions we will have.

• I&AM concepts such as human           

• Descriptions of both governed and governing systems – including the access graph itself

• Descriptions of the way data flows amongst I&AM activities and the conditions under which it can be trusted

• Definitions of I&AM actions such as access request and approval, data collection and reconciliation, token issuance, authentication and authorization 

➤ CONTAINS



Plan Semantics
SCRDF



Production Rules

“If the world looks like this, change it like 

this”

 Model the world

 Express conditions over the model

 Define how to change the model

 Works with a closed-world assumption

 Can run forwards or backwards

 Used in Grammars, L-Systems, “Expert 
Systems”…

Using Production Rules with RDF (examples)

Model 

World As

Describe 

conditions 

in

Describe 

changes in

Semantic 

Bridge

TLA+ TLA+ TLA+ N/A

RDF TLA+ TLA+ ?

RDF Rego Rego JSON-LD

RDF SHACL SHACL-AF N/A



W3C SHACL (Shapes Constraint 
Language)
 Projects a shape over a graph from a node 

 sh:NodeShape  - condition over a node of sh:targetClass

 sh:PropertyShape – condition over a property path rooted at a node (within a 

sh:NodeShape or transitively inside a sh:PropertyShape)

 Beautifully composable  - embed shapes via sh:node, sh:or etc.

 Wide range of conditions, including property existence, value type, value range, 

cardinality, and more complex conditions

 SHACL over SHACL

 Closed world assumption – a target node can be known not to match

 Doesn’t say what to do if the condition is (or isn’t) met



W3C SHACL-AF (Advanced 

Features)

 Defines actions to be performed if a shape matches

 sh:TripleRule creates a new triple

 specify sh:subject, sh:predicate, sh:object using e.g.

 A sh:path relative to the focus node

 A literal or IRI

 A function  (a generic extension that creates terms - e.g using native 
code)

 Rules are evaluated conditionally on an enclosing or enclosed 
sh:Shape

 An external SHACL rules engine iteratively takes as input a data 
graph and a shapes graph and adds triples to the data graph



What is a state machine?

The dirty secret of formal methods is that the only way we 

know to scale it up is to use state machines.  Leslie 

Lamport (creator of TLA+)

State machine formulations

• Harel State Chart

• ROOM (a DSL)

• Lamport’s TLA+ examples

• SCXML

• UML State Machine

• Xstate (Typescript)

• SCRDF

State machine concepts

• Extended State Variables

• Hierarchical SMs

• Run-to-completion 
semantics

• Actor model

• Use of code to express 
conditions and actions

• Events to & from the 
outside world



SCRDF –  CCO-based State 

Machines



An Event that triggered a State 

Change



Defining State Machine Plans

 Targetless SHACL-AF* shapes

 Transition

 To Initial State

 Between States

 State Entry

 Event send

* A few small extensions to SHACL-AF are required

 Composed into sh:NodeShapes with 

sh:targetClasses which are subclasses of

 scrdf:Event

 scrdf:State



Domain 
Ontology

•CCO/BFO 
classes

•W3C

•Schema.org

•Bring your own…

Event as 
Information

•Constructed from

•JSON

•http form

•XML…

Protocol 
Ontology

•http

•ldap

•Mcp…

Managed 
Resource

SHACL-AF

SHACL-AF

Using SCRDF to process information

Event Processor



Demo
SCRDF



Summary
 BFO and CCO link

 A Plan 

 The Realization of the Plan

 The Plan

  is a finite state machine expressed in CCO classes

  uses SHACL-AF to define behaviour

 A SHACL-AF engine 

 Runs (i.e. Realizes) the state machine, generating CCO instances – 

including events expressed in protocol ontologies e.g. http, ldap and 

mcp

 sends and receives messages and maps to/from protocol ontologies 



Collaboration points

 SHACL-AF extensions 

 Semantic log 

 Protocol ontologies

 gsh-http (inspired by https://hal.science/hal-02901879v1)

 gsh-ldap (derived from the ASN.1 spec in RFC 4511 Appendix B)

 gsh-mcp (extends https://github.com/danja/mcp-o)

 SCRDF

 Outstanding discussions

 Instance/Instantiation

 Software Agents vs Agents

 IBE/ICE boundary

 Establish as a CCO extension

 IDE tooling and runtime

https://hal.science/hal-02901879v1
https://hal.science/hal-02901879v1
https://hal.science/hal-02901879v1
https://datatracker.ietf.org/doc/html/rfc4511#appendix-B
https://github.com/danja/mcp-o
https://github.com/danja/mcp-o
https://github.com/danja/mcp-o


SHACL-AF extensions

 Named expressions (i.e. not just blank nodes)

 Establish relationships between nodes during rule execution 

 sh:newIRI ( ) – constructs an IRI for a new node

 sh:expID – gives a new node an identifier for the duration of rule 
execution

 sh:expRef – uses the new node as a subject, predicate or object in 
another triple

 Allows the construction of arbitrary directed graphs (not just trees)

 Implicitly defines a partial order of rule evaluation

 Can be done via SPARQL, but the entire shape ends up in SPARQL

 We think

 You can’t do this via sh:path expressions whilst retaining composability

 relates to the distinction between context free and context sensitive 
grammars


	Slide 1: SCRDF
	Slide 2
	Slide 3
	Slide 4
	Slide 5
	Slide 6: Plan Semantics
	Slide 7: Production Rules
	Slide 8: W3C SHACL (Shapes Constraint Language)
	Slide 9: W3C SHACL-AF (Advanced Features)
	Slide 10: What is a state machine?
	Slide 11: SCRDF –  CCO-based State Machines
	Slide 12: An Event that triggered a State Change
	Slide 13: Defining State Machine Plans
	Slide 14: Using SCRDF to process information
	Slide 15: Demo
	Slide 16: Summary
	Slide 17: Collaboration points
	Slide 18: SHACL-AF extensions

