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Promise of Ontology Engineering

• Ontologies are formally well-defined machine-interpretable controlled 
vocabularies designed to represent entities and logical relationships 
among them

• Ontologies make explicit the implicit meanings buried in datasets, by 
using basic principles of formal logic

• Ontologies provide a semantic layer to connect information silos

4



Gene Ontology - 1998 

The mission of the GO Consortium
 is to develop a comprehensive, 
computational model of 
biological systems, ranging from 
the molecular to the organism 
level, 
across the multiplicity of species in 

the tree of life.



Proliferation of Ontologies

•When developed correctly, ontologies provide common 
vocabularies with common semantics across multiple 
domains

• The success of the Gene Ontology led to a proliferation of 
ontologies developed by subject-matter experts, computer 
scientists, and logicians



Proliferation of Ontologies
• When developed correctly, ontologies provide common vocabularies 

with common semantics across multiple domains

• The success of the Gene Ontology led to a proliferation of ontologies 
developed by subject-matter experts, computer scientists, and logicians

• Almost none of which were developed in coordination

• The result was massive incompatibility of terms and relations, 
confusion, in-fighting, name-calling, etc.



Open Biological and Biomedical Ontologies

• In 2005, a consortium of biologists 
decided to create standards for ontology 
development

• Such as requiring ontologies be open-source, 
have documentation, include definitions for 
vocabulary terms...



Complexity of Industrial Manufacturing

• Industrial manufacturing creates massive, heterogeneous data 

• CAD, PLM, ERP, MES, supply chain, sensor, and maintenance 
systems all model the world differently 

• Local data models solved local problems but local success produced 
global fragmentation



Industrial Ontologies Foundry

• In 2016, the Systems Integration Division at
the National Institute of Standards and 
Technology (NIST) brought together industrial
manufacturing researchers and ontologists.

•Who aimed to promote best practices for 
ontology development and preserve 
interoperability. 



50+ Organizations



Three-Letter Suite Problem

• Various agencies create 
vocabularies of the terms 
commonly used in its domain; 
various ontologies were created

• Just as the Gene Ontology spurred a 
proliferation of uncoordinated 
ontologies, we should expect success 
to bring similar fruits

• Every agency wants to have its own “three-letter ontology suite”



National Security Ontology Foundry

• Borne out of long-standing efforts to promote
interoperability among ontologies created
within and across the US government. 

•Aimed at constructing vetted ontology 
artifacts aligned with best community 
practices, tailored to specific US government 
use cases and needs. 



Open Biological and 
Biomedical Foundry Industrial Ontologies Foundry National Security 

Ontology Foundry

Ontology Foundries
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https://www.researchgate.net/publication/350153577_Cybersecurity_Ontologies_A_Systematic_Literature_Review 

https://www.researchgate.net/publication/350153577_Cybersecurity_Ontologies_A_Systematic_Literature_Review


Name Scope

Unified Cyber Ontology (UCO)
General foundation for standardized representation across the cybersecurity 
ecosystem

Cyber-investigation Analysis 
Standard Expression

Ontology-based standard for cyber-investigation and digital-evidence data; built 
on UCO.

D3FEND
Defensive cybersecurity ontology / knowledge graph for countermeasures, 
artifacts, and defensive techniques

ATT&CK
Offensive cybersecurity ontology / knowledge graph for artifacts, processes, and 
attack techniques.

CCO Cyber Ontology
Cyber ontology extending CCO, focused on cyber assets, events, and cross-
domain situational awareness. 

Unified Ontology for Cyber 
Security

Research ontology integrating sources such as ATT&CK, D3FEND, ENGAGE, 
CWE, and CVE for cyber threat analysis.

Cyber security knowledge graph 
ontology

Research ontology developed for a cybersecurity knowledge graph, intended to 
integrate structured and unstructured cyber data sources.

MALOnt
Representations of malware, threat actors, and their tactics, Indicators of 
Compromise (IoC), and vulnerabilities
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D3FENDTM

• Knowledge graph of cybersecurity countermeasure techniques

• Project aims to standardize defensive cybersecurity technology 
vocabulary in a semantic graph representing computer system 
components and relations to defensive and offensive cyber techniques 

https://github.com/d3fend 

https://github.com/d3fend


Foundations

• The D3FEND knowledge graph defines key terms and relations 
concerning cybersecurity countermeasures 

• Definitions are based on over 500 countermeasure patents from the 
U.S. Patent Office between 2001-2018 

• Graph supports queries connecting cybersecurity countermeasures to 
offensive tactics, techniques, and procedures 









Name Scope

STIX
Represents cyber threat intelligence: indicators, malware, campaigns, threat actors, attack 
patterns, incidents, relationships, etc.

TAXII Exchanges STIX threat intelligence between systems over network services.

CACAO
Represents cyber defense playbooks and courses of action for incident response and 
automation.

OpenC2 Provides standardized commands for cyber-defense actions across tools and devices.

CVE Gives common identifiers to publicly known cybersecurity vulnerabilities.

CVSS Scores vulnerability severity using standardized metrics.

CWE Classifies common software and hardware weakness types that can lead to vulnerabilities.

CSAF
Provides machine-readable security advisories, often for vendors publishing vulnerability 
information.
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STIX 2.1 — A Useful but Non-Ontological Exchange Standard

{
  "type": "bundle",
  "id": "bundle--a3c7e...",
  "objects": [
    {
      "type": "threat-actor",
      "spec_version": "2.1",
      "id": "threat-actor--b695c...",
      "name": "APT28",
      "threat_actor_types": ["nation-state"]
    },
    {
      "type": "attack-pattern",
      "spec_version": "2.1",
      "id": "attack-pattern--d4e2...",
      "name": "Spear Phishing"
    },
    {
      "type": "relationship",
      "spec_version": "2.1",
      "relationship_type": "uses",
      "source_ref": "threat-actor--b695c...",
      "target_ref": "attack-pattern--d4e2..."
    }
  ]
}

Wire format — semantics live in prose, not the model STIX 2.1 visual representation — objects and relationships

• STIX 2.1 is the OASIS standard for representing and sharing cyber threat intelligence

• Defined as a JSON schema — a data exchange format, not a knowledge representation

• Rich domain semantics exist in the specification prose, not in a formal model

• No class hierarchy, no property axioms, no entailment regime

• Cannot participate in OWL reasoning or SPARQL-based integration as-is



STONES — A Faithful Ontological Binding of STIX 2.1

• OWL 2 ontology providing a formal representation 
of the STIX 2.1 specification

• Faithful by design — every STIX domain object, 
observable, and relationship type represented as a 
named class or property; semantics preserved, not 
reinterpreted

• Enables SPARQL querying, OWL reasoning, and 
knowledge graph integration over CTI data

• MIT License — independent work, not affiliated 
with OASIS or the CTI-TC

• cyberterrain.org/ns/stones



STONEWORK — An Extension of STONES

• OWL 2 extension ontology — imports 
STONES, adds what STIX 2.1 does not 
define

• Extends the cyber terrain to include 
adversary techniques (aligned with MITRE 
ATT&CK and D3FEND), software 
weaknesses (CWE), and defensive controls 
(NIST SP 800-53, CIS Controls)

• STONES + STONEWORK form a 
composable ontological stack for AI-driven 
CTI analysis

• cyberterrain.org/ns/stonework

Log4Shell (CVE-2021-44228) — from affected product to threat 
actor to defensive control, in a single SPARQL query.

cyberterrain.org   |   github.com/Cyber-Terrain-Ontology

https://cyberterrain.org/
https://github.com/Cyber-Terrain-Ontology
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The Cyber Ontology Foundry

• A community-governed initiative to develop, maintain, and coordinate 
a suite of open, interoperable, formally grounded ontologies for the 
cyber domain

• Provide ontologies that clarify entities, processes, roles, artifacts, 
vulnerabilities, threats, controls, observations, evidence, and claims 
represented in and across existing cyber standards such as 
STIX/TAXII, D3FEND, ATT&CK, CAPEC, CVE, and so on 



COF Principles

• Modeled off OBO, IOF, and 
NSOF principles

• With specific emphasis on rapid 
development and testing

• And leveraging ontologies as a 
transparent foundation for 
code



Mapping (Surprise)

Foundry ontologies must be accompanied by mappings into existing 
Foundry ontologies, demonstrating where respective classes and 

relations logically overlap or differ



https://github.com/Cyber-Ontology-Found
ry  

https://github.com/Cyber-Ontology-Foundry
https://github.com/Cyber-Ontology-Foundry
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https://ncor-network.org/docs/research/cyber-ontology-foundr
y

https://ncor-network.org/docs/research/cyber-ontology-foundry
https://ncor-network.org/docs/research/cyber-ontology-foundry


JOIN US
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